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ABSTRACT

With the widespread use of multi-core technology in processors, it has been difficult for se-
rial programs to exert the computing power of existing processors, and concurrent programs
have become an inevitable choice for improving efficiency. Due to the uncertainty of thread
scheduling, the difficulty of recurrence of the execution process, and the large number of inter-
leaving, it is more difficult to analyze concurrent programs than serial programs. At present,
there have been concurrency attacks specifically targeting concurrent programs. However,
traditional malicious code detection methods are malfunction when faced with concurrency
attacks because they do not take into account the unique interleaving of concurrent programs.
The main purpose of this paper is to discover the different security vulnerabilities of concur-
rent programs and serial programs, and to draw attention to the security of concurrent programs

through the use of vulnerabilities.

This thesis analyzes a flaw in the existing malicious code detection methods in the face of con-
current programs, and can not detect the malicious code hidden in the exponentially increasing
interleaving in concurrent programs. And based on the concurrent program uncertain interleav-
ing proposed a malicious code hiding method - Concurrency Logic Bomb. The complete steps
to implement concurrent logic bombs in a multithreaded program are presented. The mali-
cious code segmentation algorithm is proposed to segments malicious code. The sequential
pattern theory is proposed to classify the interleaving according to the trigger probability, and
the trigger probability of different interleaving under different conditions is counted. On this
basis, concurrent logic bombs are generated according to different triggering strategies. After
the real malicious code is hidden using the Concurrency Logic Bomb, the experiment proves
that the Concurrency Logic Bomb has good concealment in the face of the static malicious
code detection method and the dynamic malicious code detection method. In addition to this

type of concurrent attack, this paper proposes some practical defense methods.

This study confirms that existing malicious code detection methods cannot detect malicious
code hidden in the interleaving of concurrent program timings. Traditional malicious code
detection methods are malfunction when faced with a new type of concurrent attack. It is
necessary to conduct in-depth research on the security of concurrent programs and propose

a complete malicious code detection method based on the unique features of concurrent pro-
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grams.
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1 |load_elf_library(...){

2 down_write(&current->mm->mmap_sem);
3 error = do_map(...);

4 up_write(&current->mm->mmap_sem);

5 e

6 if(bss > len)

7 do_brk(...);

8 |}

9 |do_brk(...){

10 struct mm_struct * mm = current->mm;
11

12 vma = kmem_cache_alloc(...);

13 ces

14 vma_link(mm, vma, ...);

15 |}

Bl 1-1 Linux W% PIA7 ST
uselib(), RGP E1-1FH K%L load elf library(). 1E3 2-4 47 X/ & HOE R Y
XN AE AT T HAE, PRONHIEEAE 5 & mmap sem PRE T X BACS I IR 714 {2
TR TAT I RE do brk(), XAREAEXT NAFERIERN G AE S &, Wi FE
HAZAETT LAFE SR 10-14 AT HAT X BN A W E S N A7 A], e F B0 AN H IR .

1 | __nptl_setxid(struct xid_command *cmdp)
2 |{

3 111 lock(stack cache 1lock);

4 .o

5 list_for_each(runp,&stack used)

6 {

7 struct pthread *t =

8 list_entry(runp,struct pthread,list);
9 if (t == self)

10 continue;

11 setxid_signal_thread(cmdp,t);
12 }

13 111 unlock(stack_cache_lock);

14 |}

15 |allocate_stack(...) {

16 111 lock(stack_cache_lock);

17 list_add(&pd->1list,&stack_used);

18 111 unlock(stack _cache_lock);

19 |}

1-2  Glibe setuid %4+
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stack_cache _lock. TEIX/NA]FE AT Re O & B 268, A B 1-274 18R 2L allocate_stack,
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bool FastCopy(MonoArray *src, MonoArray* dest, int length){

for (i = @; i < length; ++i)
if(!safe_cast(type_of(src[i]), type_of(dest[i])))
return FALSE;

for (i = @; i < length; ++i)
memcpy (dest[i], src[i], size of(ObjPtr));
return TRUE;
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AR5 2.1 Thread T1

X = input_1;
if(x < 9)

y =y +1;
else

y =y -1;
y = input_2;
if(y < 0)

y = -
if(y < 0)

X =X + 1;
else

X =X - 1;
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A1 2.3 Thread T2

s 6 |y = input_2;
8% 2.2 Thread T1 7 if(y < @)
1 |x = input_1; 8 y = - V;
2 |[if(x < 9) 9 |if(y < 9)
3 y =y + 1; 10 X =X + 1;
4 |else 11 |else
5 y =y - 1; 12 X =X - 1;
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STV, W A RS R X SR, B AR LR A TR R RN, X
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2 JHMTRERF SRR

B R ER AT B IX LR v, B N AR A B AR o

22,1 R TTIE

EASRIA AT AR, 83 o AR B3 g 3 4 1) ik ) SO PR AR 2R 7 AT
BERAEMAT . a0 nT DL B B bR A7 I0IRARAS, A RS 00Tl &8 BT8R .
BIANAE 1995 £E Raymond W, Lo 5 N2 T MFC #EAT BB A (K4 52, I8 46 % =
FE P AR QRS 2 75 45— U T R R AE 0t T U BB 75 o % R P ), iR RO H bR fE
M = e SO, BT ARk —BE R, BSOS EE S, BENS
A AR B, B BnLE 2005 4E Mihai Christodorescu %5 N4 7 F6 T8 L% AR
R 77 2. B o @ E LT HARFET IR ARG H AN TSR, b 3 S 2 T
H RS REIIRIE i, XEME RS TR R L. AREERE T EEmE R R
FE, FESAPATI AR FE ARG $hAT TR A ()% e RE e i e AR 0 AT A5G A TE 2%
(B2, TS AR A UL LR, BB AR R, SR e A
IS A R T

222 FEskeilgrik

AR 5 % T BPAT B RER, 8 i B ARTE 7 B IE AT I RE A i g & kAT
FIWr B AR R B AERERRT . S R s SN 3 R B E AR, PR EE A A I
TR BT HIEMTES, Mah&HAT ] X 25 5 1043 2] H b F2 P AT 6 4
BIAUNLE 2006 4 Paul Royal 55 N4 30 IS 7 28 70 A A1 8038 7 A &5 & fl BCRE el AE H Ax
FEFP H HIF6 A SR IG AT M P31, 7E 2007 4E Kang, Min Gyung 55 N3RH 18 sh AT
3K FEIEPATIIAE S, HECRGEAE BARRe 7 e 4, SRJE 0T HkAT 04 34,

SBONSRR MBS E R R BRITEL. 54T, SREHITES.

CWSandbox #& 2007 &= Carsten Willems 25 N2 H VDR ], VAR e 8RR T —
MNEVERGIAEE, HESFEFED A P AT B0 R 7E B SE R E R G HUT . ATRASE 4
W4 B FE P A MM R R MR BRI SOHE B, @i ot B infe
FPIX ST AT IR SRR T . AR, YA T R R E R A A& B IE
PE RS, il —Se A S AR T DU R B O A T AR R O, X il
RIGAPAT BRI E, PATIEFRBE, R HARNAEIEETN.

Ether & Artem Dinaburg 55 NAE 2008 S48 H I —Fp il 2407 5 B AT BT A
PR R EAE RGAT I E, RORIE S T AR B M . (H % L7 A6 2 JE i
A7 F A B TR) ) G 22 ARSI . T R LRI S B SE IR O IR, BRE T B SRR AT
BT, BRI G SR BT AR IR LR B AT R, — AR R R
S E RS HAT .

KLEE 72 Cristian Cadar % NYE 2008 =42 H I RF 54T TR B, #5347 hidksr
W 2 A R TS RIA AR FSLHE . AT IHE R A 38 AT R Ad, 2
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I3 SCAFAET R IR 2 AT 1% 90 3o IBIERT 5 AT W] LURE H ARRE P ) 4 B A R 4 T
AT R R

X-Force 7& Kevin Fu %5 NAE 2014 F4& H 1 5a fl AT TR ), smbil AT E N2 77,
TR PATEE— D030, EEREEE O T AR BT R 7 B F#H Z RS T AT &
RAFRI) Iy 3o I IR EL T RN 5 1% S ARSI I BE 1, SRMTANF 79 302
[ AT DL & AN R R4, ZE AN [RI B8 AT Tt AT RERSECE & B AUS . R AT T 20
S ERARTERAPT R B OSBRSS, TR REAIA 2B S AT

HLAE 2007 £ Andreas Moser 55 NFUT UG R R AL F AN A R B8 A2 BEAT % S ARHD A6
MY, J5 3R Fuzzing 52 NS INA IR R AR N S B R R TR S, Gl %
T SR A B N R RT e )78 o BE 0 42 T PR R AT

2.3 W7

ZETTLASRAS H AR VAT AT R TR , 80 5 K U AT T 20 A A0 P S A A2 8
M 55 UL, AMREhAS K R AL 3% BT (OARHT, % 25K T AT LT 5 B 1R AR A L0, [
B2 A, EAAHTARRT T BhAS 4007 T DL B SR, B T BT, R
WEE, BRREFEEARM, B TR T8 A5 VTS 2 B I R R AR, &)
LR ST HIURE S /N R 195 (L2 70 VLA R P A YT T X 457 466 £ VR 978 A
B, AT AL T e A R RES . BhA BTN T ME— [ 3%

AR 552, 2,245 A48, Bh5 4B B BT T LA 7 I AR R P 28 AR [0 N (R v ik 42
T AT . AR RAEIATRER R, RIEE2. 15T A, BE R E 5 A MHE N R,
Bt R — g e A . B4, (EIRATRRoh, A b R AT AL T (00 A0 T VR AT T
EFTERN FRFIHEI, PIHARGeH & B R W, HE RS —
AN B A8 7 A (K T AR [ A8 HEAT 4997 4 7T LB F AR5 2 2 4. B
AT AAEIE KR 224 TAE, IR 24 TAEM— AN B k.

GRS AR B — AN B R, T BRI TIAT R E, 37
I S R A v, A SR T — R TR AT R PR IR A8 4 1 T A
Jide T AR SR L A TP B AR A R VT DR AT T A R R B A, O ELBI
B AT AT RL R 22 4 i R AL «

2.4 KERZE
AT AT R R 40 BT 6T T8 0 P00 R X 4 ) S 30 2 180 K 10 ER B 30 440
R R . FIRFANR T B AR R ) 5, B AR L T AT Ak ot

B REEAN, ShASRNNEE PR R H LR A R AT 2055 A gt AT Al i
XHFATREFI BT 3 A eI 7 ik ks R D ek Aer I e i e 3 S50 T B AR I 2R 28
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3 FHATIZHEAEH

BT 25T H AT AT RE P B AL S AR A I 5 VA 2 T8 B B e, ASSCHR Y 1 —
B (0% ARG B 2 —— AT . TR R B AR A2
B IRABPHTREFF A RN B . R MR E AR ZAT, PRt A BUA
SAZME IR AT o SEBL 1 R B AR RRRAE AT R e T AR R I R RS

iﬁﬁﬁ@mE%EQEREEAQ#AE%%Q#§%*,Aﬁé%%%%m
AT I OB AT N A k. AR SE AR K 55 7 200 AL IR € 261K 2 N RF e
(RO e), AR5 AN BHE - RTINS IK IR R IVE ], AT IE AR e R
T A2 (AR R 26 A DR E IO P 2243 R 2 R e I P A2 43, B As4 2 1%R IE
BRI AT o 75 U8 AR m] B4R R B AT, BE AN PAT

/ R Lﬁﬁ—» R B —

/ fa LR #M‘ﬁ—» AR AR

<$ﬂmzﬁﬁﬁo
HFE
v
/ HE% ok > R
v
& | AR «

MRS i A 7
/ﬁﬁﬁﬁ%%/

K 3-1 JRATIZEAE N TR AL
AT TAFRAEWE3-1. AG =4 2B ENS, 18 ERr, M
AR o RS 2 7 EE Rk A, %Eﬁiﬁﬂﬁﬁjziff“*Tlegﬁﬂj< Bigf7. Hig B
B AT DL YR ARRY, AT DA g 196 56 B ) I SO o 18 2R Py 2 K AR et 14
i FACY, BER1E R NIFATRE . [FRE, BEIR EAE R AT DUEIRACRS, AT DA 2
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PESE I REHIDCAE . MR R RS S A R IR AN . B8 B AT LLZ%0-%100
ZIMERAE . MEREAR AL HAMEREARE, &R T S MRS SN fil B2
EMFOFESM CPU 5, SMEMERS, SMIFATHE, BN HHAITHE SEE.
FEPEAZA, T B EAREA 2 A B, i fs ERE P13 20T AL
R R MR TR RS — BOoe B AR, % S AR iR 7 3
P N2 MG R B 209 7 B B4 BRI P AT w58 7)1 B A 50 2 ) o = AR
168 EARFP NIFATRE 7, IR IFATAR R 20 b, AR B e BER AR, B e Herp
ATDME RN A B . IR BSR40 N\ RO R T R SR e 1% . MR 45 2 IMESR 75 5K
AT 64 N i NAZ ZME 22 £ e e T 45 2103 2 BRI ZRFE RS 2. AR AN R GE T84
MEZRE i e v AT DLk B AR S SR AN H o MR 7R SR AT I 58 () AR AR A 2R TN
HH U e R M2 PUE T 2R SRk RS . HE P BRA AN, AR EAR
i, IR UEREZE . ML ST PR DR B AR Bl N IR B AT B4R i, SRR I UE AR
AR Fr B R MR SR TR TR oK o A e AN R MR R SR N BT SR M 2R AR AT 4,
SR G BB IR IE R S R MR TR, BRI MR R R H R TR ABORAT 24
YE

RN H A% = A 3 BN Microsoft Windows ¥4 R0 veit, 58 A B =
90% LAY, i LUASC LA Microsoft Windows $4E R GAE N/ AT FISEEG I3RS . FFRAT 36
RO Z MBS, N T ET OISR, AR PR, HFEH FAH
A EARFS FEE AR ATE A W] DO IEACES,  mT DLy g B 1 — 2k S0
TEINEM AR, DU RS, AR SCR A R AR AN E A 35 AR .

AEHARRLNEFEWMT: 3.5 EMES 0, FEAFE 7R s o
Z B B BE3.27 AN UL, BT 1 IFAT R AT BT DU I 4 N R
HIITWEAMEAZLINEER, M 7 2R R 1) 32 R e R 2R DL RRT e AR I AR AT SR &
g, G R R MR AR . B34 R A RS, MR YRS E M
BER, UAATHBHEA R, 456 7 7IMESRE0E R B 6 & AR g . 3.5 A&

B, BEAREAR.

3.1 EEACHE R

BRAUS IR RSB BASIR D N Z A B 2T AR T A R02, 5
A IR AR, R AR 7 20 2 PIRPAT IR 5 RS A B 2 sl 4
MO AHD . A Ui 5 ZOREJEA — BUREY S8 il K B AT 9 v 70 21 208 Fr B
W FSER. BRItz A, ASCH R AR 7 o A QRS Fr BEANSUEE i AL LAY AT LAk
HARAT, 30 B R AR IR R . FERE R AN B B B, ARG B BL AT AN &
HA, R H P ElR AT £EZERHFECH B, KA BR % —
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KPAT— IR, JFEEEEMNH T ASPAT. ERATENEL T, RAED|FE—CE
BET G, AT B —IR, EEEERNIM AT FEIRAE B EZ RIELE
HRIIFHATHATIE DL T A

2014 £ Fei Peng %5 N#EH T 5| $AT T B X-Forcel®. X-Force 7] A\HAT 43 32 ]
FEE—, FrbAa] AT SR A A FF S 120 3. PRI AT DA AT 4 38 9% 70 2 B9 ACRS i B
{EE A BELRAE IE R I BAT T o 2015 4F David A. Ramos %5 N3&H T 3 $AT AR L
B, [RIFEA] DABRAT 2347 0 1 ARAS B, (HE AR ORAIE IERA AT I

D SEEAREYR S HIE

BIN: BEAUS MaliciousCode, HHEACH A B H n
BH: n SRR A B CodeFragments

1: function GETFRAGMENT(M aliciousCode, n)

2 ActionNumber, Action <GETAcTION(M aliciousCode)

3 fori: =0 — ndo

4: CodeFragmentsli] < ()

5: end for

6: for i = 0 — ActionNumber do

7 HarmlessCodeNumber[i|, HarmlessCode[i], CorrelatedV ariable]i]
8

<+ GeTACTION(Action][i])

9: GroBaLizep(CorrelatedV ariableli])
10: if HarmlessCodeNumber|[i] > n then
11: return Failure
12: end if
13: for j = 0 — HarmlessCodeNumber[i| do
14: J=J+1
15: CodeFragments|j] < CodeFragments[j| U HarmlessCode[i][j]
16: end for
17: end for
18: fori: =0 — ndo
19: CodeFragmentsli] < CodeFragments[i] U Repeat Framework
20: CodeFragments[i] - CodeFragments[i| U Sequence Framework
21: CodeFragments|i] - CodeFragments[i| U ConcurrencyFramework
22: end for
23: return CodeFragments

24: end function
32 SERAEYR Sk

BT RN E R, AT RS IR 2 SR A0 320 ke N R AR
MaliciousCode FVHHREACHS Fr BEECH no o~ n AN EA B B Code Fragments.
H R % =AY MaliciousCode 1 H El3-415 2% = AT A Action G 2 AT AAS
B ActionNumber . ¥53% B AT B B CodeFragments FME W N . BT % EAM
Bt CodeFragments 3 H & W E N n, BT ARG Z A0 MaliciousCode TG
ER g E A, HHASER LA X TENEEAT N Action, W H E3-545 2|
HarmlessCodeNumber NIEFEANS F Bt HarmlessCode, VLA R Fr By 3 [7] 45 B 1 AH
KAz CorrelatedV ariable  PRUEREAN MR ACHS Fr BJC 55 AT DUEE S R 3T T8 B
SR AT I A% AR . 2R WA AT CorrelatedV ariable, [FASIR] Fr Be AR ZE 3L [FAE
FI, B LA RS 4 HAE P SR A 1) R A 9 R B 4 ) o SR T AR AT S AR A A AT
PAOF BB AT B HAT o« a0 R w7 R FHAID Fr B2 HarmlessCode Number > n Y
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T, AT IR A n AHEARE B, R BRI R BN B WoE i i 2 7
N A, AHRTIERIESF 739 n DB B X HarmlessCode Number
MNEFNES /B HarmlessCode, ¥H——4rL 2] CodeFragments H. RN
RBE B HarmlessCode J& T ARG EAT A Action, Bt LUSCE] Rl — MRS B AH
H 2 AT EHREL, WURA CodeFragments Al &2 A0 . X144
MRS F B CodeFragments, RNFERINEZHPATHELR Repeat Framework, NiFHAT
HEZE Sequence Framework, FATHATHESE ConcurrencyFramework.

2) A F BORH
BN BTN N OAE S M

1: function CODEFRAGMENTSN( )

2: Lock()

32 if (N — Sequence) == 0 then
4: Repeat + +

5: if Repeat == M then

6: Sequence = N + 1

7: HarmlessCode

8: end if

9: end if
10: UNLock()

11: return

12: end function
K33 ARG H Bon il
R4 Bt CodeFragments WE3-3f7~. BEEPATHELE Repeat Framework N
VO, FAT, FORARIERNE TS € R EE G PATRIE A B Code Fragments. WiFHATHE
28 SequenceFramework = 75T, RIEAUE B CodeFragments RAE &R E
INT A =47 o FATHATHESE Concurrency Framework NE —. 147, PRIEARE
Bt CodeFragments 1E 34T M58 IEAf AT o

3) BEAT RIS

BIN: Y MaliciousCode
BH: Action Number %474 Action
1: function GETAcTION(M aliciousCode)
2 DataFlowDiagram < MaliciousCode
3 ActionNumber < Number of DataFlowDiagram
4 for i = 0 — ActionNumber do
5: CodeFragmentsli] < DataFlowDiagramli]
6 end for
7 return ActionNumber, Action
8: end function

Kl 3-4 SBEATARIUAE
W REAT NPRIUE B AR B34 R . N R EAS MaliciousCode. it N
ActionNumber % AT N Action. ¥ AT N Action 1812 BN EE AT N. t
WHATIF SR, BB, REEE, RSO X — R AT A, AT BB AT N
AR GBI, HEX — RIAT AL Ao U S = AT N Action. B S8R
P % 2 MaliciousCode 13 2| HUHE i & DataFlowDiagram. X BA% FH £ 95 i K
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DataFlowDiagram KX 73 BASEEAT A Action, B E DataFlowDiagram HH
B T8 B R AT N E TR — N EAT N Action, AHH.Z AN BRI
RIATNE T ARKEEAT N Action. FrLAEHRERE DataFlowDiagram HaE—>i
B E —ASBEAT N Action. BHRLE DataFlow Diagram 3% 18 K AN EU & %
BAT NI Action Number

4) FTLERRD SR

G 3 AR 3R BCE VR B AR G EI3-50 s B N N AN R AT N Action. Hi N
HarmlessCodeNumber /[\%%ﬁﬁgﬁ‘& HarmlessCode, HIH X3 & CorrelatedVari-
able. ARG ALAEERITN, RAE%ZHREEIL A S BECEREIT N Action.
FBEAT A Action EPEI’J Code BN ECE] HarmlessCode|HarmlessCodeNumber] H o
W Code U HarmlessCode|HarmlessCodeNumber] /&% &1, IAH% HarmlessCode-
Number J—, $& Code 7 BELEF W) HarmlessCode[HarmlessCodeNumber] H. %15
B P R FARS B HarmlessCode J&, ¥ HarmlessCode 11 H EI ) AZ &P P
WAg e, RIEDUTHEE, &I5132E] CorrelatedV ariable

A ERATAN Action
B HarmlessCodeNumber MNEERM B HarmlessCode, H19%8 & CorrelatedV ariable

1: function GETHARMLESSCODE( Action)

2 HarmlessCodeNumber < 1

3 i = HarmlessCodeNumber

4 for Code € Action do

5: if Code U HarmlessCodeli] is Malicious then

6 HarmlessCodeNumber = HarmlessCodeNumber + 1

7 1 = HarmlessCodeNumber

8: end if

9: HarmlessCode[i| < HarmlessCodeli] U Code

10: end forCorrelatedV ariable < ()

11: fori = 1 — HarmlessCodeNumber — 1 do

12: for j =1 — HarmlessCodeNumber — 1 — i do

13: Variable <— Variable € HarmlessCode[i] N Variable € HarmlessCodeli + j]
14: CorrelatedV ariable < CorrelatedV ariable U Variable

15: end for

16: end for

17: return HarmlessCodeNumber, HarmlessCode, CorrelatedV ariable

18: end function
Kl3-5 ToHACR IR %
PR TR R R e S AR B B CodeFragments, RN CFn, H
H o AR BRI

3.2 A REE

TATHEFEARR LS RATEF AR FATEFER—B AR E AR B AEHRAT,
1M 747 2R 38R — IS () AT DA 2 AN 5] 250 A 1] 1) 2R BEPRAT

HAT B R B a0 B 3-6 AT 7R, FLAAT B RIS 7~ = B Wn3-7FT R . 1 S 2k AR Thread0
W B2 Functionl . 1ERF[A] to 2] ¢, 2 18], S EKREL Functionl fE3AT . X B [A] 34
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1: function MAIN( )

2: CAaLL(Functionl)

3 CREATE(Threadl, Function?2)

4 CREATE(Thread2, Function3)

5: Wart(Threadl)

6: Wart(Thread?)

7: CREATE(Threadl, Function4)

8 CREATE(Thread2, Function4)

9: return
10: end function

Kl 3-6 AT RRHURDI

TS BATRF AR 2R Functionl 04T 58 J5 98 J5 B i 2R 18 Threadl W FH bR %L
Function2, B)@ L Thread2 VR EUH Function3. 7EWE] ¢, B ty 2 18], BREL Function2
TR EL Function3 fEHAT » X BB PEASAS[G] 1) BRI B Function2 R %L Function3 1E [5)
IPAT, XA R ECRT e 2 AE B B AL SE S SR AR Threadl MZAE Thread2 4
175G, GV ZHFE Threadl FEFE Thread? R B Functiond. TEBFA] ty Bl t5 Z (7],
PN BRI EL Functiond TEHAT « IX BEES 8] P AN AH [F] 14 BR X Functiond 15 RIB 047, XA

FHTR] ) B8 H ™ A2 B B B A8 SR EEAE IR 1] ¢4 31 ¢y 2 TR) IS AS [ R R B2 %

K 3-7 FEATREFR I =R 5
PA A A N 3k B 20 B3-8FT . 1E BRI L Function2 1 PR % Function3. PR %
Function4 WP ¥36 NS =2 AR Fr B .

CF1 CF2 CF1 CF2
TL [ Function2  TL [N NFURGHGHA W
CF3 CF4 CF1 CF2
T SRR 2 [ functond
ORNEEE (b) [ b %

Kl 3-8 b A e O 3
1) PRSI B 24 A DY A 85 AR B
TEM A F I BB 3L Function2 AR %L Function3 H 46 N DUAS & =AY A B an 13-
8(a)FT7~. HHBREL Function2 F4ENEZAIS B CF1 F1 CF2, PRA%Y Function3 1
N AR Fy Bt CF3 F1 CF4. 1RIGLTE Threadl MEFE Thread2 ZZLAIATE, TN
BAVY  BOR AR A AR, R& B IEHAT RS EAE .
B RWNEL3-1n. K, FofE&E— DM ERBELANF S, LRETHN
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& 3-1 0 PIASANTR] B8 e A DA ARG Fr BrR R A 47

Frs LA L LR Y-l fish K
11 TI-TI-T2-T2 CF1-CF2-CF3-CF4 CFI-CF2-CF3-CF4 &
2 T1-T2-TI-T2 CFI-CF3-CF2-CF4 CFI-CF2 i
3 T1-T2-T2-T1 CF1-CF3-CF4-CF2 CFI-CF2 i
4 T2-TI-TI-T2 CF3-CF1-CF2-CF4 CFI-CF2 i
I5 T2-T1-T2-T1 CF3-CF1-CF4-CF2 CFI-CF2 i
16 T2-T2-TI-T1 CF3-CF4-CFI-CF2 CFI-CF2 %

RMANLFEALH H’J WitFy, &4 SRR A A B A 7 BOR 81, il A

FIFETR FAEPAT B RAC Fr BUF 81, il R Ron e 2852 15 fid e Se B R R A URY . X L

N EEWKIERE, KA CFI-CF2-CF3-CF4 W FAE N &, 52 Eal DUREUE

BT, tin CF1-CF2-CF3-CF4. EPANANR B4 A DY % 2 AR B L mr A
Ei/\ﬂ]@%%n“éﬂ Hrh R L 11 AT Ui & UL CFI-CF2-CF3-CF4 AT ()%
BB

2) PN AH ] R 0 A DA s AR B
FE /N HH [F) ) BR B Functiond Had AP AN SRS v BUAn&3-8(b) o« Her pr
Functiond NG EACE B CF1F CF2. WSS A R EL Thread4, P LLEG R
RIS B CF1 M CF2 ¥ RAIR . IRIELEAE Threadl ML Thread2 ZZHIAN
PRAS IR BACHE Fr Be s IO AE IR A ANR], e 1L IEPAT B P A AN 52 AR T
% 3-2 A HETE R HO N DA TR A RAD Fr B R AE 41

-

55 Sy ealiili-e TG
11 TI-TI-T2-T2 CF1(1)-CF2(1)-CF1(2)-CF2(2)
R TI-T2-TI-T2 CF1(1)-CF1(2)-CF2(1)-CF2(2)
3 T1-T2-T2-T1 CF1(1)-CF1(2)-CF2(2)-CF2(1)
14 T2-TI-TI-T2 CF1(2)-CF1(1)-CF2(1)-CF2(2)
I5 T2-T1-T2-T1 CF1(2)-CF1(1)-CF2(2)-CF2(1)
16 T2-T2-TI-TI CF1(2)-CF2(2)-CF1(1)-CF2(1)
BRI NER3- 20, H, FEERE - NEEZLRNTF S, LESHR
KANERELZ LMY, KAEFAIR IR ASS SRy Bk A . fE A —

IR B PR BER B, IF HAEPANZRE R H X A R R R 2, 2R 4T /N Tl
K 3-3 PR R s ke S

2! il RN T : CF2<CF1 fi &Y. CFI<CF2

PATEN fih & AT, fi &
I CFI(1,F)-CF2(1,T)-CF1(2,T)-CF2(2,F)  #&  CFI(1,T)-CF2(1,T)-CF1(2,F)-CF2(2,F) &
12 CFI(LF)-CF1(2,F)-CF2(1,T)-CF2(2,F) %  CFI(1,T)-CFI(2,F)-CF2(1,T)-CF2(2,F)
I3 CFI(LF)-CF1(2,F)-CF2(2,T)-CF2(L.LF) %  CFI(1,T)-CF1(2,F)-CF2(2,T)-CF2(L.F) &
I4  CFI1(2,F)-CFI(1,F)-CF2(1,T)-CF2(2,F) &  CFI1(2,T)-CF1(1,F)-CF2(1,T)-CF2(2,F) &
I5  CFI(2,F)-CFI(1,F)-CF2(2,T)-CF2(L.LF) %  CFI1(2,T)-CFI(1,F)-CF2(2,T)-CF2(L.F) &
16  CFI(,F)-CF2(2,T)-CFI(1,T)-CF2(1L,F) &  CFI1(2,T)-CF2(2,T)-CFI(1,F)-CF2(LF) &

BOW ARES A fod LR FE W A, 435 CFI<CF2 F1 CF2<CF1 . BARfl A& 155 0
F3-3fR o WIUNLRFEAZ L 11 (AERR T CF2<CFI R IBATIE WL CF1(1,F)-CF1(2,T)-
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CF2(1,T)-CF2(2,F), Y CFI(1,F) XX/ EENRND B CF1 22648 Threadl H11],
I HHATE I false(F). TERALRITT A CF2<CFI IS, ZSMEREss 4134 7 fh
A DAl o

AICUE S ZEAR ] B 20 4 A ARRD ) 2R 58 2078 LU AEAS [ (14 B8 i 7 A AR 1)
LRRERT ST . DRI, AN SC R BRI 4E N AH R R B 1 400«

3.3 RFEARLRMER

F32T M 7 IHTRE T Al DUERRITRA L I HETH TR [ N R 2R
L PR P S I N TS A R AT DL BFE, fESERRdflEr, X FpeiRe
GUFA SR FE, AMEAM RS R A S 2R, AR IR T8
R R RAEF AN . ARG N CPU LR E S KA, B
SR L SRS B AL, ABRAN R AT AN A K B 2 O 2R 2. IF HaXoN
FEREAZ LU N RRE P P AT, IRA =4 WA I BSR4
PRI AR R B R B R EAPT BB AR P AR R S PR, AR
FeOEAN R RS R R AR R LA — 58 . 2 BOB AU i B B P 21
REIME IR, BIRMFP IR R AR R & 27 A N R IR R

33.1 KFEFE

HATFEF 5 R ATRE T SR AN R & AT RE 7 T LLRIRHE AT 2 R g, B 7R
FZAR RS b B S0, BURERE RGP AL ZRRE ISR AL e ndt o5 =05y
Bt 77 X R FE /L CPU W IE] 201, SR, 7EBARIAN R &40 F 277 4 52 A A R 2%
FER . TEAFEMEREI T, EERIFmE R AT L A w2k

MR BT SR E.

SRS I LRFR R R IC CPU B IR R 2R

AR VR S TR B RS AN S I S B R O B ZRAFE S 2R, AR AR
(130T o oA R R £ AT LAE — > CPU W] N BAT 5858, 8 H — AN ] A 1 o8
BT 18 HAPBRY R T LR TR TSN mHEE, SKAE)E T
LR TS L CPU WA IR 2 .

IXFE I LR FE I FE ML E D% CPU AN A2 40 il N 3 BT mARAD A B Ak
IO an B3-9F N E3-107 . B H XK host, FRonta FREFA SRS, Bldbr
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SIS T A AR )RR s AR R S B 2 S A 1R 45 T 24 2 fEhttps://github.com/
ZHY feng/malicious-code-conceal 7] PA$& %),

BullMoose™ J& — ANEWFFF | ISR SRS, HEREDRSATNRE A S 1
PNRGE, SUBTEM R IXANEF B iexplore.exe. AR BullMoose 1E 9% AR
TR R N A 2 8, 1 H AR favd . AT A EW, 2 TR 50 #r

2 LRGSR P A SCIE I T 9 ANk B 2 4 1 IFHAT I FH 51 5 SPLASH-2P% [
A1 AR R T MultiversoB.,

%2 A SRR 7 I RS L K 4- 1R

F4-1 ZEREME T LA SRR P
FEFP (AR A
cholesky 5491 5
fft 1482 8
lu ¢ 1401 6
lu nc 1182 6
ocean_c 5408 15
ocean_nc 3561 15
radix 1547 7
water_n 2593 7
water_s 3139 7
Multiverso 16254 1

Awesome Malware Analysis©? JL-F- % 5] 1 Fr A I L BLAF 1) 25 Kl R 40 i
AN RS FFARMRGEARCIERE T ) Z M I B 5% 540 VirusTotal P
AR ARG A APzt 7R LLE R4 IF B R AT 284 E eSSk
MAG I 84, 92 MalwrBY. Payload'>). Jeveregl®. Comodo’). Falcon®.
ThreatExpert™). Anlyz!%, Secondwrite!®!,

AEHLLNEWMT: BTSN, FEXN AT EBIEREAT ISR,
FA2TENSKM, FEXIATEELERHATHERN . BA3TEREME, FEXNIHAT

WHIERIAT AR . H44TTARTE AL, REARFENE.

4.1  FRAEI

VirusTotal®3) f& 2004 S0V, £ ERRA RN CH R 2 B E ST, iF
B RSEEEENRIE, VirusTotal HETEHE 61 AN H B H0 & F 3 HRC B R 5
BAE, TR RSO IE B g
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% 4-2 SEEARHY BullMoose 7E VirusTotal 2 #6045

AERA TR H £
Ad-Aware 2017.06.09 Trojan.GenericKD.5005639
AegisLab 2017.06.09 Generic38.Bmdy!c
AhnLab-V3 2017.06.09 0
Alibaba 2017.06.09 -
ALYac 2017.06.09 Trojan.GenericKD.5005639
Antiy-AVL 2017.06.09 Trojan/Win32.TSGeneric
Arcabit 2017.06.09 Trojan.Generic.D4C6147
Avast 2017.06.09 Win32:Malware-gen
AVG 2017.06.09 Win32:Malware-gen
Avira (no cloud) 2017.06.09 TR/AD.Malex.nbrdi
AVware 2017.06.09 Trojan.Win32.Generic! BT
Baidu 2017.06.08 Win32.Trojan.WisdomEyes.16070401.9500.9999
BitDefender 2017.06.09 Trojan.GenericKD.5005639
Bkav 2017.06.09 W32.Clod9d8.Trojan.fee8
CAT-QuickHeal 2017.06.09 Trojan.Malexf
ClamAV 2017.06.09 0
CMC 2017.06.09 0
Comodo 2017.06.09 UnclassifiedMalware
CrowdStrike Falcon (ML) 2017.04.20 0
Cyren 2017.06.09 W32/Trojan.OLWA-3259
DrWeb 2017.06.09 Trojan.Siggen7.22061
Emsisoft 2017.06.09 Trojan.GenericKD.5005639 (B)
Endgame 2017.05.15 0
eScan 2017.06.09 Trojan.GenericKD.5005639
ESET-NOD32 2017.06.09 a variant of Generik. FKZGLVQ
F-Prot 2017.06.09 0
F-Secure 2017.06.09 Trojan.GenericKD.5005639
Fortinet 2017.06.09 Generik. FKZGLVQ!tr
GData 2017.06.09 Trojan.GenericKD.5005639
Ikarus 2017.06.09 Trojan. Win32.Malex
Jiangmin 2017.06.09 Trojan.Cometer.aq
K7AntiVirus 2017.06.09 Riskware ( 0040eff71 )
K7GW 2017.06.09 Riskware ( 0040eff71 )
Kaspersky 2017.06.09 UDS:DangerousObject.Multi.Generic
Kingsoft 2017.06.09 0
Malwarebytes 2017.06.09 0
McAfee 2017.06.09 Artemis! 74D8EF888925
McAfee-GW-Edition 2017.06.08 BehavesLike.Win32.BadFile.lm
Microsoft 2017.06.09 Trojan:Win32/Malex.gen!F
NANO-Antivirus 2017.06.09 Trojan.Win32.AD.eoiqyz
nProtect 2017.06.09 0
Palo Alto Networks (Known Signatures) 2017.06.09 0
Panda 2017.06.09 Trj/GdSda.A
Qihoo-360 2017.06.09 0
Rising 2017.06.09 0
SentinelOne (Static ML) 2017.05.16 0
Sophos AV 2017.06.09 Mal/Generic-S
Sophos ML 2017.06.07 0
SUPERAntiSpyware 2017.06.09 0
Symantec 2017.06.09 Trojan.Gen
Symantec Mobile Insight 2017.06.08 -
Tencent 2017.06.09 Win32.Trojan.Generic.Ajca
TheHacker 2017.06.07 0
TotalDefense 2017.06.09 0
TrendMicro 2017.06.09 TROJ_GEN.ROEDCODEA17
TrendMicro-HouseCall 2017.06.09 TROJ_GEN.ROEDCODEA17
Trustlook 2017.06.09 -
VBA32 2017.06.09 0
VIPRE 2017.06.09 Trojan.Win32.Generic!BT
ViRobot 2017.06.09 Trojan.Win32.Z.Malex.19968[h]
Webroot 2017.06.09 0
WhiteArmor 2017.06.08 -
Yandex 2017.06.08 Trojan.Agent! FXhD/GsyCbY
Zillya 2017.06.08 0
ZoneAlarm by Check Point 2017.06.09 UDS:DangerousObject.Multi.Generic
Zoner 2017.06.09 0

XL R B A S H IR 4-2 R, & 2T ) Avast. McAfee. Microsofi
L. BR TR BRAAL, KEBEE R 1 2017.06.09 WA .
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Jevereg!6l, Comodo'®"). Falcon¥. ThreatExpert'®). Anlyz19%. Secondwrite!®!), X%z
BN ARG I T L E LRV, LLil Cuckoo VxStream Amnpardaz Falcon 55162931,

BN AS AT ARSI B B A AT I ATy, AR B sh AR I A AR DI N AN AT
RN AL GRS V2l A B e 5 AR B 1T AT A R g A, (HRENAS
LI AT DR 0 3808 AR A I [ B 2 S A X — I

$a % BAY BullMoose 18 1 F-AT 8 31 77 20 70 BROAE 10 Mg B, 1E
TEAMEN SRR SRR BE Y 3241, 4123 A1 4321, FEABEWIRA-4FTR. )\ &K
2R GE0S FRATZ A SR I 28 2R a3 4-4 o .
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= » & 2 & & g i I &

T - = g 2 g S % N =S
»oOE ° 5 5

g 3

BullMoose 1 1 1 1 1 1 1 1 1
cholesky 15 0 0 0 0 0 0 0 0
fft 24 0 0 18 0 0 0 0 1

lu c 18 0 0 16 0 0 0 0 0

lu_nc 18 0 0 17 0 0 0 0 1
ocean_c 45 0 0 41 0 0 0 0 0
ocean_nc 45 0 0 41 0 0 0 0 1
radix 21 0 0 17 0 0 0 0 0
water n 21 0 0 0 0 0 0 0 0
water_s 21 0 0 0 0 0 0 0 0
Multiverso 3 0 0 0 0 0 0 0 0

A DL H IR AT 38 48 A 55 B Th () e 1 L rp NS S AR I R S8, R RE 58 4 Bk
Jevereg F1 Secondwrite I .

FH SR O i SR 3241, 4123 1 4321 30T DAAE = S8R R R i, i 7E 2k
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B e T RS B AT AR AE L. R T IRAIE U T8 & IX R B AS Rl 5 40 v A B 4R

@ JE k45 B bk https://www. virustotal.com/en/file/3fb9d76fdbf1426d70c98256d542 1abb56fc 18aa1299e4734cf069047cdec5ce/
analysis/
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